
© 2018 OPSWAT, Inc. All rights reserved. OPSWAT®, MetadefenderTM and the OPSWAT logo are trademarks of OPSWAT, Inc.
All other trademarks, trade names, service marks, service names, and images mentioned and/or used herein belong to their 
respective owners.

MetaDefender Drive 2.0



Table of Contents

Overview                                                                                                                4

Key Features                                                                                                         5

Encrypted Drive Support                                                                                     6

1. Getting Started with MetaDefender Drive                                                       7

Boot the device with MetaDefender Drive                                                                                      7

Accept Terms                                                                                                                                 8

Configure the internet connection                                                                                                   8

Update                                                                                                                                            9

Initializing engines                                                                                                                          9

Scan in Progress                                                                                                                          10

Results                                                                                                                                          11

1.1 Adjusting Localization Language                                                                                            11

1.2 Adjusting Keyboard Selection                                                                                                 12

1.3 Offline License Activation                                                                                                       12
Obtain Deployment ID:                                                                                                        13
Request an License File for Offline Activation:                                                                   15
Download License File:                                                                                                       15
Copy License File to MetaDefender Drive:                                                                         16
Boot MetaDefender Drive:                                                                                                   17

1.4 How to Work with BitLocker Encrypted Volume?                                                                   18
How can I tell if a drive is encrypted with BitLocker?                                                          18
Unlocking Bitlocker with OPSWAT MetaDefender Drive                                                    18

1.5 Offline Engine Update for MetaDefender Drive                                                                      24
Download and Install Update Downloader for Offline Environment                                    25
Download Update Package for MetaDefender Drive                                                          25



Reboot System under MetaDefender Drive                                                                        25

1.6 Custom Scan using MetaDefender Drive                                                                               26

2. How to Generate Support Package from the MetaDefender Drive?          27

There are four parts to these instructions:                                                                                    27

1. Running the Support Package                                                                                                  27

2. Copying the Support Package to another system over a Network                                           27

3. Copying the Support Package to a second USB drive                                                             28

4. What do I do with the Support Package?                                                                                 28

3. Legal                                                                                                                29

Copyright                                                                                                                                      29
DISCLAIMER OF WARRANTY                                                                                           29
COPYRIGHT NOTICE                                                                                                        29

Export Classification EAR99                                                                                                         29



2.0 4

Overview

MetaDefender Drive provides a device analysis solution in a USB form factor that embeds 
multiple anti-malware engines and OPSWAT vulnerability detection capabilities. MetaDefender 
Drive is able to quickly and easily boot into any (x86/x64 based architecture) device in an 
organization that is believed to contain suspicious files. Using multiple high-quality antivirus 
engines MetaDefender Drive provides a comprehensive report on the state of the device 
without modifying the underlying filesystem. MetaDefender Drive is specially crafted to analyze 
devices at rest.

This user guide covers installing, configuring, upgrading, using, and troubleshooting 
MetaDefender Drive.
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Key Features

Bootable solution even for offline machines

Support Windows, macOS, Linux on target machines

Multi-scanning with a variety of commercial AV packages (based on purchase tier)

Vulnerability analysis

Scan full systems or selected path

Report generated as PDF, Text, or HTML

Hardware Specification:

MetaDefender Drive Advanced hardware provided by Kanguru and based on FlashTrust line 
with customized Defender case

  

Interface SuperSpeed USB 3.0 (Compatible with USB 2.0)

Speed Up to 250 Mbps Read / 85 Mbps Write

Military Standard Waterproof, Dust & Shock-Resistant to MIL-STD-810F Standards

Operating Temperature 0°C to +70°C

Storage Temperature -25°C to +85°C

Firmware Digitally Signed Trusted Secure Firmware (RSA-2048 Bit)

TAA Compliance YES

Capacity 64GB

Weight 1.3oz (38 g)

Dimensions 2.8" x 0.74" x 0.35" (73mm x 19mm x 9 mm)
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Encrypted Drive Support

MetaDefender Drive can unlock encrypted hard disks if the decryption/recovery keys are made 
available.

MetaDefender Drive supports the following full disk encryption technologies:

Windows BitLocker: How to Unlock BitLocker

macOS FileVault (Experimental)

https://opswat.atlassian.net/wiki/spaces/MDM/pages/453514037
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1. Getting Started with MetaDefender Drive

Boot the device with MetaDefender Drive

Insert MetaDefender Drive into the device's USB port.

Power up the target device and enter the BIOS (Most devices require holding F-12 or 
similar key immediately on system boot to enter the BIOS).

Select the USB as the boot option, exit and save settings within the BIOS.

Alternatively some BIOS' allow for one-time boot from a selected drive, this may vary 
based on the target system you are trying to process
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Accept Terms

Upon first use the MetaDefender Drive will ask you to accept the terms of usage.

Configure the internet connection

With the wired connection, Drive detects internet connection and proceed MetaDefender 
to the next step automatically.

To connect WiFi, click the Network connection icon on the top-right, and select the WiFi 
.network with which you would like to connect 

To start an offline analysis, wait for several seconds after a delay the MetaDefender 
Drive UI should prompt to "Skip Internet Connection" via pops up. Please click the skip 
button to proceed.
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Update

MetaDefender Drive will automatically update if an active internet connection is enabled

Alternatively, for offline or air-gapped environments you can copy downloaded engine 
updates in the /updates folder on the NTFS "MetaDefender Drive" partition Provide Link

Initializing engines

Once updates have been skipped or applied then MetaDefender Drive will begin 
initializing available engines. The count includes several internal tools such as FileType 
and Archive Engine which may show in the count in addition to the AV package you 
have purchased
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Occasionally, an update of an engine will not be applied correctly, if after 5-10 minutes 
the initialization appears to be stuck then you can choice to "Skip" and process with 
available engines. Alternatively you can consult with OPSWAT Customer Support to 
guide you through correcting your issue

Scan in Progress

During this phase of processing the MetaDefender Drive is processing every file on the 
underlying system (assuming encryption keys have been provided, and no other access 
barriers are present). Each file is submitted to the underlying MetaDefender system to 
process with a variety of Antivirus, Vulnerability, and Utility engines

This stage can take several minutes to hours. ETA provided is a best guess based on 
previous rate of processing, and file size, this ETA may update as processing continues.
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Results

Once processing has finished you will be instructed that a final report has been written 
and its location on the NTFS "MetaDefender Drive" partition under /reports

Persisting the report to the external partition is required to make sure data is not lost 
once the target system is powered off and MetaDefender Drive is removed

It is recommended that you review the report on another system once processing has 
finished

1.1 Adjusting Localization Language

MetaDefender Drive provides localization in several languages

English

French

Dutch

German

Italian

Japanese

Chinese

Please use the "Globe" icon in the upper right to change the localization language in the UI. 
Please note during heavy processing it can sometimes take a moment for the UI to update 
language strings
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1.2 Adjusting Keyboard Selection

MetaDefender Drive supports most keyboard types

Please use the "Keyboard" icon in the upper right to change the current keyboard template 
used by the MetaDefender Drive

1.3 Offline License Activation

MetaDefender Drive provides full functionality in an offline environment. As a result the 
license activation process is designed to be possible through an air-gapped 
environment. Assuming the drive is kept in an isolated area without network access, and 
a low-security system sits on the low-side with internet access. The following steps will 
allow you to activate your MetaDefender Drive in an offline environment.

Insert MetaDefender Drive in Low-Security System
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Obtain Deployment ID:
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Navigate to the  NTFS partition "MetaDefender Drive"

Under the  sits a file called , this is your root of the partition  "deployment_id.txt"
MetaDefender Drive deployment ID

Please look for the  for  OPSWAT invoice provided with the activation key
MetaDefender Drive

Open this file and copy the alphanumeric string to your clipboard
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Request an License File for Offline Activation:

Navigate to "portal.opswat.com", and using the credentials you setup during the login 
sales process

Select "License Activation"

Ensure MetaDefender Package reads "MetaDefender Core v4.x - All packages"

Enter your Deployment ID in the given field

Enter  in the given fieldyour Activation Key

Click "Request Unlock Key"

Download License File:

Click "Download Unlock Key"
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You should receive a file with called "<Deployment ID>.yml"

Copy License File to MetaDefender Drive:
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Move the <Deployment ID>.yml file into the air-gapped area where the 
MetaDefender Drive you want to license is located

Insert MetaDefender Drive into system

Copy <Deployment ID>.yml into the  folder on the "license" NTFS partition 
"MetaDefender Drive"

Rename the <Deployment ID>.yml to "license.yml" within the  folder on the  "license"
NTFS partition "MetaDefender Drive"

Eject the MetaDefender Drive

Boot MetaDefender Drive:

Insert MetaDefender Drive into target system to be processed

Boot MetaDefender Drive via BIOS (see Quick Start guide for more details see Getting 
)Started with MetaDefender Drive
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If MetaDefender Drive reaches the "Update" phase of usage then the license has 
been accepted!

1.4 How to Work with BitLocker Encrypted Volume?

OPSWAT MetaDefender Drive allows users with BitLocker protection on their systems to 
run a scan on their protected drives.

All the instructions are available on the MetaDefender Drive itself in case the user doesn’
t have access to the internet.

How can I tell if a drive is encrypted with BitLocker?

OPSWAT MetaDefender Drive will let users know during the scan if one or more of their 
volumes are encrypted with BitLocker.

Upon detecting BitLocker encryption, OPSWAT MetaDefender Drive will display a 
notification in the lower-right corner of the screen, detailing the steps needed to unlock 
their drives.

Unlocking Bitlocker with OPSWAT MetaDefender Drive

To unlock the BitLocker encrypted volumes for use with OPSWAT MetaDefender Drive, 
users must   boot into Windows and then insert the OPSWAT MetaDefender Drive.

Depending on the version of Windows (pre-Windows 10 Creators Edition or Windows 10 
Creators Edition and later) users will either see three removable disk volumes appear 
under ‘This PC’labeled “MetaDefender Drive”, “...” and “USB Drive” (Windows 10 
Creators Edition and later), or one single volume labeled “MetaDefender Drive” (pre-
Windows 10 Creators Edition).
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To unlock their drives, users must open “This PC” (or “My Computer”, depending on the 
version of Windows), right click on the encrypted drive icons with the locked yellow 
padlock icon, click "Unlock Drive" and provide the Password.
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Once the encrypted drive has been unlocked, the user should  to the navigate
 volume"MetaDefender Drive"

Next,  to the  folder within the "MetaDefender Drive" volumenavigate "tools"
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Users should then see three files:  (used to unlock your BitLocker “bitlocker.bat"
drives),  (a Windows PowerShell script utilized by bitlocker.bat), and “bitlocker.ps1”

 (instructions on how to unlock BitLocker encryption for a diagnostic "README.txt"
scan).

Right click on and select the , which “bitlocker.bat” "Run as administrator" option
should trigger an , to which the User administrator rights elevation prompt to appear
should click  to allow the script to proceed.“Yes”
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Once the script has run, a file named  will appear in the , “bitlocker.key” "tools"
indicating to users that they are ready to run a scan.
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If all the above steps have been followed correctly, and BitLocker is unlocked, the next 
time users start a scan they should notice that the BitLocker encryption notification 
on the lower-right does not appear and that files from their encrypted volumes are 
successfully being scanned.

1.5 Offline Engine Update for MetaDefender Drive

MetaDefender Drive can receive engine updates online, if connected to the internet, or offline, 
via file based definition updates. Online updates is done automatically when MetaDefender 
Drive has a valid internet connection. This document will provide step by step instructions on 
how to update definitions in an offline environment by making us of the OPSWAT product: 
Update Downloader for Offline Environment
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Download and Install Update Downloader for Offline Environment

 

Navigate to portal.opswat.com and download Update Downloader for Offline 
Environment for the appropriate environment

Install  on instruction at Update Downloader for Offline Environment https://onlinehelp.
opswat.com/downloader/

Once installed you will need to copy the "license.yml" file from the /license folder on the 
NTFS partition MetaDefender Drive and upload it to Update Downloader for Offline 

under Settings→LicenseEnvironment 

Double check that the appropriate engines are updating in Update Downloader for 
Offline Environment

Download Update Package for MetaDefender Drive

Download the appropriate .zip for MetaDefender Drive

Extract this .zip into /update folder on the NTFS partition MetaDefender Drive. Make 
sure to place each engine.yml and engine.zip file in the root of /update. Delete any files 
that are not .zip or .yml

Eject MetaDefender Drive

Reboot System under MetaDefender Drive

Insert and boot system under MetaDefender Drive

MetaDefender Drive will notice uninstalled updates and begin applying

After update scan will continue as normal

https://onlinehelp.opswat.com/downloader/
https://onlinehelp.opswat.com/downloader/
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1.6 Custom Scan using MetaDefender Drive

MetaDefender Drive can be used to scan specific folders on the target system rather then its 
drives in their entirety.

Select "Custom Scan" from the top of the MetaDefender UI

Using the file selection tree, select all files or folders you wish to process

Click "Apply" to begin a new scan, PLEASE NOTE: This will cancel the current scan
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1.  

2.  

3.  

4.  

2. How to Generate Support Package from the 
MetaDefender Drive?

OPSWAT added a script on the Forensic Drive used to capture files and configurations, this 
was designed to assist Support and Engineering teams in diagnosing problems.

There are four parts to these instructions:

Running the Support Package

Copying the Support Package to another system over a Network (if available)

Copying the Support Package to a second USB drive (typical when no network is 
available and requires a second USB on the computer)

What do I do with the Support Package?

1. Running the Support Package

Launch Terminal by using the hotkey CTRL-ALT-T

Use the command /usr/bin/ometascan-collect-support-data.sh

The support package should be saved in the local user folder

Use the command  to check if the file exists with a name similar to ls ometascan-
 (N is a digit)support-NNNNNNNN.tar

2. Copying the Support Package to another system over a Network

If the computer was able to successfully connect to a network, it may be possible to copy the 
Support Package output to another computer.

The  command (secure copy) on the Forensic Drive system can be used if the laptopscp
/device is connected to a good network.

The target computer must already have an scp server to receive the connection and 
space to store it (installing and configuring scp or winscp is beyond the scope of this 
document).
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3. Copying the Support Package to a second USB drive

Plugin the second USB drive

Run the command in the Terminal sudo dmesg

Find the second USB drive near the end of the output on the screen. In this 
example, located at /dev/sdc1

Create a folder named  in the existing  folderSupportPackage /mnt

mkdir /mnt/SupportPackage

Mount the second USB Drive to the  FolderSupportPackage

mount dev/sdc1 /mnt/SupportPackage -o rw /

Now copy the support package to the USB

cp -r ~/ometascan-support-.zip /mnt/SupportPackage

sudo sync

4. What do I do with the Support Package?

If done correctly, you should be able to take the second USB Flash Drive to another 
computer for further investigation or send the file to OPSWAT Support.

If you are filing a ticket using the OPSWAT Support Portal, please select the " " Other
product category, at the bottom of the product classification list.
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3. Legal

Copyright

Export Classification EAR99

Copyright

DISCLAIMER OF WARRANTY

OPSWAT Inc. makes no representation or warranties, either express or implied by or with 
respect to anything in this document, and shall not be liable for any implied warranties of 
merchantability or fitness for a particular purpose or for any indirect special or consequential 
damages.

COPYRIGHT NOTICE

OPSWAT, OESIS, Metascan, Metadefender, AppRemover and the OPSWAT logo are 
trademarks and registered trademarks of OPSWAT, Inc. All other trademarks, trade names and 
images mentioned and/or used herein belong to their respective owners.

No part of this publication may be reproduced, stored in a retrieval system or transmitted, in 
any form or by any means (photocopying, recording or otherwise) without prior written consent 
of OPSWAT Inc. No patent liability is assumed with respect to the use of the information 
contained herein. While every precaution has been taken in the preparation of this publication, 
OPSWAT Inc. assumes no responsibility for errors or omissions. This publication and features 
described herein are subject to change without notice.

Export Classification EAR99

EAR99 (Export Administration Regulation 99) is an export classification category regulated by 
the U.S. Department of Commerce that covers most commercial items exported out of the U.S.

OPSWAT’s software is designated as EAR99, and there are no export restrictions other than 
embargoed countries and persons.
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